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SECURITY

This section defines the security processes, both implemented and recom- mended by Honeywell,
forusing 0OD280D/0D286D barcode printer.

System Architecture
Connect with USB

0D280D/0D286D printer can be connected to the USB port of a computer.

Host Computer:

| UsB«

<=

Connect with Bluetooth
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Security Checklist

The checklists cover some of the main threats that may exist on a barcode printer and the steps that
can be used to mitigate them.

Infection by Malicious Software Agents

This threat encompasses malicious software agents, for example viruses, spyware (Trojans), and
worms. The intrusion of malicious software agents can result in:

. Performance degradation

. Loss of system availability, and
. The modification of data

. Abnormal start of printing

Mitigation Steps

Ensure virus protection is installed, signature files are up-to-date, and subscriptions are active on
all machine hosting Honeywell products.

Allow only digitally signed software from trusted sources to run.

Use a firewall at the interface between other networks and Honeywell Solution components

Unauthorized External Access

This threat includes intrusion into the Honeywell system from the business network or other
external networks including the Internet. Unauthorized external access can result in:

. Loss of system availability

. Modifying data

. Abnormal start of printing

. Reputation damage if the external access security breach becomes public knowledge

Mitigation Steps

Use the most recent version of the SDK that supports your application.

Disable all unnecessary access ports, such as FTP.

Use a VPN when the system requires data to traverse an untrusted network.

Unauthorized Internal Access

This threat encompasses unauthorized access from people or systems with direct access to a
Honeywell system component. This threat is most difficult since attackers may have legitimate
access to part of the systems and are simply trying to exceed their permitted access.
Unauthorized internal access can result in:

. Loss of system availability
. Modifying data
. Abnormal start of printing

© 2021 Honeywell International Inc. 18



Implement strong password protection on Go to

Honeywell Solution components and include a https://sps.honeywell.com/us/en/products
password lifetime management policy, reuse to download the user guide specific to your
policy, and strength of policy for passwords. computer model.

Monitor system access

Bluetooth Security

Some Honeywell printers provide wireless communications using Bluetooth wireless technology.
Follow these security recommendations and precautions for Bluetooth security:

* Configure the printer to be non-discoverable. Enabling Bluetooth discovery advertises the
Bluetooth address of the printer and allows anyone to pair and connect with the printer.

* Use a strong PIN or Password. If you are using legacy pairing (Bluetooth V2.0 and below), we
recommend that you use a PIN of at least 8 digits.

* |f possible, pair devices ONLY when in a physically secure area. Keep paired devices close together
when possible to monitor both devices. Remove paired devices that are no longer in use.

Note: Honeywell recommends turning off Bluetooth communication if it is not required for your
application

Secure Printer diagnostic tool

When configuring a Printer diagnostic tool, Honeywell recommends that the user

. secure your computer that printer diagnostic tool installed with standard authentication.
o set up strong password protection for this computer to avoid any unauthorized access.

. When change Bluetooth pin code, please assurance only authorized guys are performing
this action.

Secure Host Bluetooth printer editor

When configuring a Printer diagnostic tool, Honeywell recommends that the user

. secure your computer that printer diagnostic tool installed with standard authentication.
. set up strong password protection for this computer to avoid any unauthorized access.
. When printer device connects to Host Bluetooth printer editor, please secure environment

of BT, only authorized people can operate this.

Backup and Recovery

The printer does not implement automatic recovery. Honeywell recommends that users keep
backups of the configuration settings, user applications, and user files. Keeping backup files makes
it possible to return the printer to service quickly using the printer configuration capabilities if a
failure occurs.
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Password Authentication Policy and Management

The Bluetooth pin code are available for initial configuration. Passwords must be changed on first
log-in.

Honeywell recommends that the user change the default passwords and remove any unused
accounts to prevent a security breach. The password should be at least 12 characters in length,
include special characters, and contain combinations of upper and lowercase characters. In
addition, Honeywell recommends that you change passwords every 90 days.

Note: Honeywell recommends following the principle of least privilege.
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